
1

Protecting Work Comp Data and 

Understanding Risk in the Digital Age

www.vita.virginia.gov

Michael Watson

Chief Information Security Officer

October 29, 2019



2

Overview

• Introduction

• Cybersecurity Basics

• Discussing Cyber Risks

• Reporting Cyber Threats and Risk

www.vita.virginia.gov



3

Information security in the commonwealth

www.vita.virginia.gov

VITA is tasked with security governance of all three branches of 
commonwealth government. 

VITA controls the infrastructure of the executive branch agencies.  
Agencies remain responsible for application management.  
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Printers

5,311 network 

22,000 desktop 

Commonwealth IT infrastructure

2,247 Locations 

Communications

55,000 desk phones

6,100 handhelds (PDAs)

11,000 cell phones

Networks

2,039 circuits

Data Centers (2)

CESC

MESC

Computers

59,374 PCs

3,356 servers

Mailboxes

58,948 accounts

Data storage

1.5 petabytes

Mainframe

Unisys
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Cybersecurity basics
• Cybersecurity is a risk-based 

discipline
– Understanding risk terminology
– Quantifying risk

• Information security programs 
manage risk
– Includes compliance requirements
– Generates the information for the 

board room

• Leaders are held accountable for 
risk 
– Need to be aware of the cyber risk 

state
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Classifying cybersecurity risk
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Confidentiality

Integrity

Availability
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Common cyber attack motivators
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Cyber espionageFinancial gains Social agenda
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Preparing to discuss cyber risks
• Cyber objectives should 

address risk priorities
– Plan for the security program to 

address areas of concern

• Compromise will happen 
eventually
– Plan and prepare for what a 

compromise looks like

• Threats evolve constantly
– Continual investment is required 

for adequately performing 
protection
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Identifying cybersecurity risk
• Identify critical issues and concerns 

– Often standard industry issues
• Reputation, financial, life, 

safety, etc.

• What amount of risk does the 
organization want to take on?
– High, medium, low, etc.

• What level of risk certainty?
– Quantitative vs. qualitative

• What risk threshold should trigger 
notification?
– Investigate in four hours or 240 

hours?

• What is the acceptable loss exposure?
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Reporting cyber risk

• How sure is the 
organization that risks 
causing undesired 
outcomes are mitigated?

• What investments are 
possible to help mitigate 
risk?

• Are there any security 
events severe or 
potentially severe?
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Questions?


